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Using information technology to store and transmit information in digital form always comes with threats t 
the security and privacy of the data being used.   

Malware 
This is a software designed to cause harm to your IT systems, such as deleting, altering or stealing data.  
Includes: 
 

 Virus - small piece of software that someone can attach to a host program. When the program runs, 
the virus program runs too. 

 Worm – standalone malware program that spreads to other computers via network, generally relying 

on security weaknesses in the host computer.  

 Trojan – malicious software that masquerading as legitimate email that invites the user to open an 

attachment which then gives the controller unauthorised access. 

 Ransomware – malicious software that once installed on a computer, denies access to the computer 
until ransom is paid 
 
 

Hackers 
Hacking is defined as unauthorised access to a computer system.  
Motivation typically blackmail or the theft of personal data, which can be used in identity fraud.  
 
Denial of service (DOS) attack - Attempt to make websites inaccessible to genuine users or to disrupt services 

by overloading the website servers with fake traffic.  

 

Phishing  
Fraudulent email or message that appears to come from a legitimate organisation.  

 Spear- phishing - Targets specific user by modifying messages to the individuals personal details.  

 

Accidental Damage  
Not all threats to individuals and businesses are malicious.  
A lot of damage is caused through human error, such as accidently deleting or overwriting files on a 
computer, or spilling a drink on a device and damaging it.  
 
 

 
 
 

D1: Threats to data, information and systems 
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The impact of threats on individuals and organisations 
 

 

 

 
 
 

There are many tools and techniques we can use for protecting data stored and transferred using IT systems. 

Software and hardware tools are one important approach, as well as techniques and processes for limiting 

access and securing data.  

 

Techniques for protecting data  

 Digital certificates - A digital certificate is issued by a certification authority (CA). Digital certificates 

are used with self-signatures and message encryption. Digital certificates are also known as public 

key certificates or identity certificates. Commonly used to verify the user sending the file is who they 

claim to be.  

 File permissions – file permissions and access levels ensure access is restricted to those who need it.  

 Passwords – Limit access by ensuring users keep a secure password to access system.  

 Backup and recovery procedures -  this ensures that data can be recovered following any loss of data 

 Physical access control – prevents unauthorised access using locks, biometrics, etc.  

 Protocols- define data transfer processes to ensure secure transfer. These include: HTTP Hypertext 

Transfer Protocol, HTTPS Hypertext Transfer Protocol Secure, SSL Secure Socket Layer TLS Transfer 

Layer Security 

 

Tools for protecting data  

 Antivirus software - Used to protect computer against malware. Functions include: Virus detection, 

Monitoring for system problems, Quarantining a file, Malware removal and Online security 

 Firewalls - A network device which blocks certain kinds of network traffic, creating a barrier between 

a trusted and untrusted network such as the internet. Most router have a built in firewall 

D2: Protecting Data 
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 Encryption – The conversion of data into an unreadable code known as cipher. We encrypt our hard 

disk so that anyone who gains access to our system cannot read our stored data. We encrypt data 

while it is being transmitted so that if it is intercepted it cannot be read.  

 

Legislation in protecting data and IT systems  

It is essential for all organisations to protect personal data from being stolen or misused. Data protection is 

supported through legislation. Non – compliance is very serious and can be punished with large fines and 

imprisonment.  

 

 

 

Data Protection Act 2018 

Requires organisations to handle personal data, evaluate any risks and to implement any measures to secure.  

Consists of 7 key principles:  

– Lawfulness, fairness and transparency 

– Purpose limitation 

– Data minimisation 

– Accuracy 

– Storage limitation 

– Integrity and confidentiality 

– Accountability 
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Personal data  - Does not only mean your personal details, but also information collected when you are 

browsing  such as IP address, webpages etc.  

Cookies are used to collect data personal information. It is essential all organisation display messages to user 

that this information is being collected.  

Impact on organisations 

Any organisation holding data must declare this by registering with the Information Commissioner's Office. 

They may appoint a Data Protection Officer to ensure all measures are in place to protect the data.  

Failure to do so can lead to heavy fines.  

 

Impact on individuals 

Information about individual cannot be divulged in without their permission in order to protect them.  

 

Codes of Practice - The Information Commissioner’s Office (ICO) publishes guidance to help organisation to 

apply data protection. They recommend that used code of conduct are applied. 

 

Computer Misuse Act 1990 

This legislation enforces any perpetrator that attacks any organisation/individual to be given an 

imprisonment.  

This act makes illegal: 

 Unauthorised access to computer material 

 Unauthorised access with intent to commit or facilitate further offences 

 Unauthorised modification of computer material or impairment of operators 

 Making, supplying or obtaining anything which can be used in computer misuse offences 

 

Copyright, Designs and Patent Act 1988  

Gives creators of dramatics, music and artists the rights to control the ways in which their material is used.  

Also applies to computer programs. 
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Articles for Wider Reading 

and Flipped Learning 

 

Know it all Ninja 

Read through the topics on: 

 Threats to data, information and systems 

 Protecting data 

 

 Remember to complete the on-line quiz to gain house points and test your knowledge.  

https://www.knowitallninja.com/  

 

 

 

https://www.knowitallninja.com/

