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Student Acceptable Use Agreement
School Policy

Digital technologies have become integral to the lives of children and young
people, both within schools and outside school. These technologies are powerful
tools, which open up new opportunities for everyone. These technologies can
encourage discussion, promote creativity and stimulate awareness of context to
promote effective learning. Young people should have an entitlement to safe
internet access at all times.

This Acceptable Use Agreement is intended to ensure:

e that young people will be responsible users and stay safe while using
the internet and other digital technologies for educational, personal
and recreational use.

e that school systems and users are protected from accidental or
deliberate misuse that could put the security of the systems and will
have good access to digital technologies to enhance their learning and
will, in return, expect the students to agree to be responsible users.

Acceptable Use Policy Agreement

| understand that | must use school systems in a responsible way, to ensure that
there is no risk to my safety or to the safety and security of the systems and
other users.

For my own personal safety:

e | understand that the school will monitor my use of the systems, devices
and digital communications.
e | will keep my username and password safe and secure — |
will not share it, nor will | try to use any other person’s
username and password. | understand that | should not write
down or store a password where it is possible that someone



may steal it. | will be aware of “stranger danger”, when | am
communicating on-line.

| will not disclose or share personal information about myself or others
when on-line (this could include names, addresses, email addresses,
telephone numbers, age, gender, educational details, financial details
etc)

If | arrange to meet people off-line that | have communicated with on-
line, | will do so in a public place and take an adult with me.

| will immediately report any unpleasant or inappropriate material or
messages or anything that makes me feel uncomfortable when | see it
on-line.

| understand that everyone has equal rights to use technology as a resource

and:

| understand that the school systems and devices are primarily intended
for educational use and that | will not use them for personal or
recreational use unless | have permission.

I will not try (unless | have permission) to make large downloads or
uploads that might take up internet capacity and prevent other users
from being able to carry out their work.

I will not use the school systems or devices for on-line gaming, on-line
gambling, internet shopping, file sharing, or video broadcasting (eg
YouTube), unless | have permission of a member of staff to do so.

I will act as | expect others to act toward me:

| will respect others’ work and property and will not access, copy,
remove or otherwise alter any other user’s files, without the owner’s
knowledge and permission.

| will be polite and responsible when | communicate with others, | will
not use strong, aggressive or inappropriate language and | appreciate
that others may have different opinions.

| will not take or distribute images of anyone without their permission.

| recognise that the school has a responsibility to maintain the security and
integrity of the technology it offers me and to ensure the smooth running of
the school:

I will only use my own personal devices (mobile phones, etc) in school if
| have permission. | understand that, if | do use my own devices in the



school, | will follow the rules set out in this agreement, in the same way
as if | was using school equipment.

e | understand the risks and will not try to upload, download or access
any materials which are illegal or inappropriate or may cause harm or
distress to others, nor will | try to use any programmes or software that
might allow me to bypass the filtering / security systems in place to
prevent access to such materials.

e | understand that personal devices, such as memory sticks, mobile
phones and mobile hard-drives, must not be used on school equipment.

e | will immediately report any damage or faults involving equipment or
software, however this may have happened.

o | will not open any hyperlinks in emails or any attachments to emails,
unless | know and trust the person / organisation who sent the emaiil, or
if | have any concerns about the validity of the email (due to the risk of
the attachment containing viruses or other harmful programmes)

o | will not install or attempt to install or store programmes of any type
on any school device, nor will | try to alter computer settings.

e | understand that access to Social Media sites is not permitted.

When using the internet for research or recreation, | recognise that:

e | should ensure that | have permission to use the original work of others
in my own work

e  Where work is protected by copyright, | will not try to download
copies (including music and videos)

e When | am using the internet to find information, | should take care to
check that the information that | access is accurate, as | understand that
the work of others may not be truthful and may be a deliberate
attempt to mislead me.

| understand that | am responsible for my actions, both in and out of school:

e | understand that the school also has the right to take action against me
if | am involved in incidents of inappropriate behaviour, that are
covered in this agreement, when | am out of school and where they
involve my membership of the school community (examples would be
cyber-bullying, use of images or personal information).

e | understand that if | fail to comply with this Acceptable Use Policy
Agreement, | will be subject to disciplinary action. This may include loss
of access to the school network / internet, detentions, suspensions,



contact with parents and in the event of illegal activities involvement of
the police.

Please complete the sections on the next page to show that you have read,
understood and agree to the rules included in the Acceptable Use Agreement.

If you do not sign and return this agreement, access will not be granted to
school systems and devices.

Student to sign & date

Signature Date:
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Parent / Carer Acceptable Use Agreement

Digital technologies have become integral to the lives of children and young
people, both within schools and outside school. These technologies provide
powerful tools, which open up new opportunities for everyone. They can
stimulate discussion, promote creativity and stimulate awareness of context to
promote effective learning. Young people should have an entitlement to safe
internet access at all times.

This Acceptable Use Policy is intended to ensure:

e that young people will be responsible users and stay safe while using
the internet and other communications technologies for educational,
personal and recreational use.

e that school systems and users are protected from accidental or
deliberate misuse that could put the security of the systems and users at
risk.

e that parents and carers are aware of the importance of online safety
and are involved in the education and guidance of young people with
regard to their on-line behaviour.

The school will try to ensure that students will have good access to digital
technologies to enhance their learning and will, in return, expect the students to
agree to be responsible users.

A copy of Student Acceptable Use Policy is attached to this permission form, so
that parents / carers will be aware of the school expectations of the young

people in their care.

Parents are requested to sign the permission form below to show their support
of the school in this important aspect of the school’s work.

Parent / Carer Permission Form Student Name:

As the parent / carer of the above student, | give permission for my son /
daughter to have access to the internet and to ICT systems at school.



| know that my son / daughter has signed an Acceptable Use Agreement and
has received, or will receive, online safety education to help them understand

the importance of safe use of technology and the internet — both in and out of
school.

| understand that the school will take every reasonable precaution, including
monitoring and filtering systems, to ensure that young people will be safe when
they use the internet and systems.

| also understand that the school cannot ultimately be held responsible for the
nature and content of materials accessed on the internet and using mobile
technologies.

| understand that my son’s / daughter’s activity on the systems will be monitored
and that the school will contact me if they have concerns about any possible
breaches of the Acceptable Use Policy.

| will encourage my child to adopt safe use of the internet and digital
technologies at home and will inform the school if | have concerns over my

child’s online safety.

Signed: Date:

Parent / Carers Name:
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Use of Digital / Video Images Student Name:

The use of digital / video images plays an important part in learning activities.
Students and members of staff may use digital cameras to record evidence of
activities in lessons and out of school. These images may then be used in
presentations in subsequent lessons.

Images may also be used to celebrate success through their publication in
newsletters, on the school website and occasionally in the public media.

The school will comply with the Data Protection Act 2018 and request parents /
carers permission before taking images of members of the school. We will also
ensure that when images are published that the young people cannot be
identified by the use of their names.

In accordance with guidance from the Information Commissioner’s Office,
parents / carers are welcome to take videos and digital images of their
children at school events for their own personal use (as such use in not covered
by the Data Protection Act). To respect everyone’s privacy and in some cases
protection, these images should not be published / made publicly available on
social networking sites, nor should parents / carers comment on any activities
involving other students / students in the digital / video images.

Parents / carers are requested to sign the permission form below to allow the
school to take and use images of their children and for the parents / carers to
agree

Digital / Video Images Permission Form

Parent / Carers Name:

| understand that images will only be used to support learning activities or in
publicity that reasonably celebrates success and promotes the work of the
school.

As the parent / carer of the above student, | agree to the school taking and
using digital / video images of my child.



| agree that if | take digital or video images at, or of — school events which
include images of children, other than my own, | will abide by these guidelines
in my use of these images.

Signed: Date:
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Use of Cloud Systems Permission Form Student Name:

The school uses Google Apps for Education and Microsoft Office 365 for
Education for students and staff. This permission form describes the tools and
student responsibilities for using these services.

The following services are available to each student and hosted by Google or
Microsoft as part of the school’s online presence in Google Apps for Education
and Office 365 for Education:

Mail - an individual email account for school use managed by the school

Calendar - an individual calendar providing the ability to organize schedules,
daily activities, and assignments

Docs - a word processing, spreadsheet, drawing, and presentation toolset that
is very similar to Microsoft Office

Sites - an individual and collaborative website creation tool

Using these tools, students collaboratively create, edit and share files and
websites for school related projects and communicate via email with other
students and members of staff. These services are entirely online and available
24 /7 from any Internet-connected computer. Examples of student use include
showcasing class projects, building an electronic portfolio of school learning
experiences, and working in small groups on presentations to share with others.

The school believes that use of the tools significantly adds to your child’s
educational experience.

As part of the Google terms and conditions and Microsoft terms and conditions
we are required to seek your permission for your child to have a Google Apps
for Education account and an Office 365 Account.

Parent / Carers Name:

Student / Student Name:




As the parent / carer of the above student, | agree to my child
using the school using Google Apps for Education and Office Yes / No
365 for Education.

Signed: Date:




Privacy notice for Parents/Carers

Under data protection law, individuals have a right to be informed about how
the school uses any personal data that we hold about them. We comply with
this right by providing ‘privacy notices’ to individuals where we are processing
their personal data.

This privacy notice explains how we collect, store and use personal data about
pupils.

We, Colton Hills Community School, Wolverhampton, are the ‘data controller’
for the purposes of data protection law.

The personal data we hold
Personal data that we may collect, use, store and share (when appropriate)
about pupils includes, but is not restricted to:

o Contact details, contact preferences, date of birth, identification
documents

e Results of internal assessments and externally set tests
e Pupil and curricular records

e Characteristics, such as ethnic background, eligibility for free school
meals, or special educational needs

e Behaviour and Exclusion information

e Details of any medical conditions, including physical and mental health

e Attendance information

e Special Educational needs

e Safeguarding information

e Details of any support received, including care packages, plans and
support providers

e Photographs

e CCTV images captured in school
e Assessment and attainment data including examination results

We may also hold data about pupils that we have received from other
organisations, including other schools, local authorities and the Department for
Education.



Why we use this data
We use this data to help run the school, including to:

Get in touch with you about your child when we need to

Support pupil learning

Monitor and report on pupil progress

Provide appropriate pastoral care

Protect pupil welfare and to keep pupils® safe

Assess the quality of our services

Administer admissions waiting lists

Comply with the law regarding data sharing

To meet the statutory dates placed upon us for DFE data collections

Our legal basis for using this data
We only collect and use pupils’ personal data when the law allows us to. Most
commonly, we process it where:

We need to comply with a legal obligation

We need it to perform an official task in the public interest - less
commonly, we may also process pupils’ personal data in situations where:

We have obtained consent to use it in a certain way

We need to protect the individual’s vital interests (or someone else’s
interests)

Where we have obtained consent to use pupils’ personal data, this consent can
be withdrawn at any time.

Some of the reasons listed above for collecting and using pupils’ personal data
overlap, and there may be several grounds, which justify our use of this data.



Collecting this information

While the majority of information we collect about pupils is mandatory, there is
some information that can be provided voluntarily. Whenever we seek to
collect information from you or your child, we make it clear whether providing it
is mandatory or optional. If it is mandatory, we will explain the possible
consequences of not complying.

How we store this data

We keep personal information about pupils while they are attending our
school. We may also keep it beyond their attendance at our school if this is
necessary in order to comply with our legal obligations. We hold pupil data
securely and retention schedules set out how long we keep information about

pupils.

Data sharing

We do not share information about pupils with any third party without consent
unless the law and our policies allow us to do so.

Where it is legally required or necessary (and it complies with data protection
law) we may share personal information about pupils with:

e Our local authority — to meet our legal obligations to share certain
information with it, such as safeguarding concerns and exclusions

The Department for Education
The pupil’s family and representatives
Educators and examining bodies

Our Local Authority and/or provider of youth support services have
responsibility in relation to the education or training of 13-19 year olds

Our regulator, Ofsted, (Independent Schools Inspectorate)

Suppliers and service providers — to enable them to provide the service we
have contracted them for

Financial organisations

Central and local government

Our auditors

Survey and research organisations
Health authorities

Security organisations

Health and social welfare organisations
Professional advisers and consultants
Charities and voluntary organisations

Police forces, courts, tribunals



® Professional bodies

National Pupil Database
We are required to provide information about pupils to the Department for
Education as part of statutory data collections such as the school census.

Some of this information is then stored in the National Pupil Database (NPD),
which is owned and managed by the Department and provides evidence on
school performance to inform research.

The database is held electronically so it can easily be turned info statistics. The
information is securely collected from a range of sources including schools, local
authorities and exam boards.

The Department for Education may share information from the NPD with other
organisations which promote children’s education or wellbeing in England. Such
organisations must agree to strict terms and conditions about how they will use
the data.

For more information, see the Department’s webpage on how it collects and
shares research data.

You can also contact the Department for Education with any further questions
about the NPD.

To find out more about the NPD, go to
hitps://www.gov.uk/government/publications/national-pupil-database-
user-guide-and-supporting-information



https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/data-protection-how-we-collect-and-share-research-data
https://www.gov.uk/contact-dfe
https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information
https://www.gov.uk/government/publications/national-pupil-database-user-guide-and-supporting-information

Youth Support Services

Once our pupils reach the age of 13, we are legally required to pass on
certain information about them to the City of Wolverhampton Council, as it has
legal responsibilities regarding the education or training of 13-19 year-olds.
This information enables it to provide youth support services, post-16 education
and tfraining services, and careers advisers.

Parents/Carers, or pupils once aged 16 or over, can contact our data
protection officer to request that we only pass the individual’s name, address
and date of birth to the City of Wolverhampton Council.

Transferring data internationally
Where we transfer personal data to a country or territory outside the
European Economic Area, we will do so in accordance with data protection law.

Parents and pupils’ rights regarding personal data
Individuals have a right to make a ‘subject access request’ to gain access to
personal information that the school holds about them.

Parents/Carers can make a request with respect to their child’s data where the
child is not considered mature enough to understand their rights over their own
data (usually under the age of 12), or where the child has provided consent.

Parents also have the right to make a subject access request with respect to any
personal data the school holds about them.

If you make a subject access request, and if we do hold information about you
or your child, we will:

e Give you a description of it
o Tell you why we are holding and processing it, and how long we will
keep it for

e Explain where we got it from, if not from you or your child
e Tell you who it has been, or will be, shared with

® Let you know whether any automated decision-making is being applied
to the data, and any consequences of this

o Give you a copy of the information in an intelligible form

Individuals also have the right for their personal information to be transmitted
electronically to another organisation in certain circumstances.



If you would like to make a request, please contact our Data Protection Officer.

Other Rights
Under data protection law, individuals have certain rights regarding how their
personal data is used and kept safe, including the right to:

o Obiject to the use of personal data if it would cause, or is causing,
damage or distress

e Prevent it being used fo send direct marketing

e Obiject to decisions being taken by automated means (by a computer or
machine, rather than by a person)

® In certain circumstances, have inaccurate personal data corrected,
deleted or destroyed, or restrict processing

e Claim compensation for damages caused by a breach of the data
protection regulations

To exercise any of these rights, please contact our Data Protection Officer.

Complaints

We take any complaints about our collection and use of personal information
very seriously.

If you think that our collection or use of personal information is unfair,
misleading or inappropriate, or have any other concern about our data
processing, please raise this with us in the first instance.

To make a complaint, please contact our data protection officer.
Alternatively, you can make a complaint to the Information Commissioner’s
Office:
® Report a concern online at hitps://ico.org.uk/concerns/
e Call0303 1231113
o  Or write to: Information Commissioner’s Office, Wycliffe House, Water
Lane, Wilmslow, Cheshire, SKQ 5AF



https://ico.org.uk/concerns/

Contact us
If you have any questions, concerns or would like more information about

anything mentioned in this privacy notice, please contact our Data Protection
Officer:

Mr G O’Hara (Business Director)
Colton Hills Community School
Jeremy Road

Wolverhampton
WV4 5DG

Agreements check list & signatures

Please complete the check list below to confirm your agreement for the
documents included in this booklet.

Agreements Parent Signature | Student Date
Signature

Student
Acceptable Use
Agreement

Parent/Carer
Acceptable Use
Agreement

Use of
Digial/Video
Images

Use of Cloud
System

Privacy Notice




